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Related resources  

Verify the system requirements 

Install the maintenance release
1. While logged in to the computer that hosts the BlackBerry Enterprise Server, stop all IBM Lotus Domino services.

2. Close BlackBerry Manager and the BlackBerry Configuration Panel.

3. In the Windows® Services, stop all BlackBerry Enterprise Server services.

4. Double-click besn416mr6.zip.

5. Extract the setup program files to a local drive on your computer.

6. Browse to the location of the setup program files.

7. Double-click besn416mr6.msp to run the executable.

8. Click Update.

9. Complete the configuration screens.

10. Click Finish.

11. In the Windows Services, restart all BlackBerry Enterprise Server services.

Verify the maintenance release installation
1. On the taskbar, click Start > Settings > Control Panel or Start > Control Panel.

2. Click Add or Remove Programs.

3. In the list of programs, click BlackBerry Enterprise Server for IBM Lotus Domino.

Guide Information

BlackBerry Enterprise Server Installation Guide • system requirements

• installation instructions

BlackBerry Enterprise Server Upgrade Guide • system requirements

• upgrade instructions

BlackBerry Enterprise Server Feature and Technical Overview • BlackBerry® Enterprise Server features

• system architecture

• data workflows

BlackBerry Enterprise Server Administration Guide • system setup and management

• BlackBerry device implementation instructions

Requirement Description

software version This maintenance release works with BlackBerry® Enterprise Server version 4.1 SP6 for IBM® Lotus® 
Domino®.

1. On the taskbar, click Start > Settings > Control Panel or Start > Control Panel.

2. Double-click Add or Remove Programs.

3. In the list of currently installed programs, click BlackBerry Enterprise Server for IBM Lotus Domino.

4. Click Click here for support information.

5. Verify that the version number is 4.1.6 (Bundle 38, 58, 73, 92, 108, or 143).

remote components If you upgrade to this maintenance release from a earlier version than 4.1 SP6 MR5, install this 
maintenance release on a remote computer that hosts a BlackBerry Attachment Service, BlackBerry 
Manager, BlackBerry Router, BlackBerry Collaboration Service, or BlackBerry MDS Connection Service. 

If you upgrade to this maintenance release from 4.1 SP6 MR5, you do not need to install this maintenance 
release on a computer that hosts remote BlackBerry Enterprise Server components.

original installation media The maintenance release installation program requires access to the installation media that was used to 
install the BlackBerry Enterprise Server. Depending on how the software was installed, this might be a 
product CD or a network location.
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4. Click Click here for support information.

5. Verify that the version number is 4.1.6 MR6 (Hotfix) (Bundle 154).

Fixed issues
Issues that are marked with an asterisk (*) are fixed in this release. All other issues were fixed in previous maintenance 
releases.                  

BlackBerry Attachment Service

SDR 190378 In BlackBerry Enterprise Server version 4.1 SP4 or later, the upgrade process for a maintenance release reset the value for the 
AllowRemoteServices registry key to 0.

In BlackBerry Enterprise Server version 4.1 SP6 MR1 and later, this issue is resolved.

SDR 203139 In BlackBerry Enterprise Server version 4.1 SP2, if the user sent a malformed attachment, the BlackBerry Attachment Service 
might stop running unexpectedly.

In BlackBerry Enterprise Server version 4.1 SP6 MR1 and later, this issue is resolved.

SDR 251215 In BlackBerry Enterprise Server version 4.1 SP4 or later, the BlackBerry device could not open Microsoft® Excel® attachments if 
the spreadsheet included more than 99 worksheets.

In BlackBerry Enterprise Server version 4.1 SP6 MR4 and later, this issue is resolved.

SDR 278003, 
SDR 278012, SDR 
278031, SDR 
278437

In earlier versions of the BlackBerry Enterprise Server, security vulnerabilities existed in the PDF distiller of some released 
versions of the BlackBerry Attachment Service. These vulnerabilities could have allowed a malicious individual to send an email 
message containing a specially crafted PDF file, which when opened for viewing on a BlackBerry smartphone, could have caused 
memory corruption and could have possibly led to arbitrary code execution on the computer that the BlackBerry Attachment 
Service runs on.

In BlackBerry Enterprise Server version 4.1 SP6 MR4, this issue is resolved. For more information, visit www.blackberry.com/btsc 
to read KB17118.

SDR 314287 In earlier versions of the BlackBerry Enterprise Server, security vulnerabilities existed in the PDF distiller of some released 
versions of the BlackBerry Attachment Service. These vulnerabilities could have allowed a malicious individual to send an email 
message containing a specially crafted PDF file, which when opened for viewing on a BlackBerry smartphone, could have caused 
memory corruption and could have possibly led to arbitrary code execution on the computer that the BlackBerry Attachment 
Service runs on.

In BlackBerry Enterprise Server version 4.1 SP6 MR5, this issue is resolved. For more information, visit www.blackberry.com/btsc 
to read KB17953.

BlackBerry Collaboration Service

SDR 181128 In BlackBerry Enterprise Server version 4.1 SP4 or later, in certain circumstances, when using the BlackBerry® Client for use with 
Microsoft® Live Office Communications Server 2005, the BlackBerry Collaboration Service might log out sessions unexpectedly.

In BlackBerry Enterprise Server version 4.1 SP6 MR4 and later, this issue is resolved.

SDR 301185 In BlackBerry Enterprise Server version 4.1 SP6 MR4, the BlackBerry® Client for IBM®Lotus® Sametime® could not log in to the 
IBM Lotus Sametime server if the server only allows certain types of clients to log in.

In BlackBerry Enterprise Server version 4.1 SP6 MR5 and later, this issue is resolved.

BlackBerry Configuration Database

SDR 188496 In BlackBerry Enterprise Server version 4.1, the BlackBerry Enterprise Server polled the SynchBackupRestore table on a too 
frequent basis for user state changes.

In BlackBerry Enterprise Server version 4.1 SP6 MR2 and later, this issue is resolved.

SDR 189686, 
189687, 197654

In BlackBerry Enterprise Server version 4.0 SP7 and later, in certain circumstances, the BlackBerry Configuration Database did 
not scale as required. 

In BlackBerry Enterprise Server version 4.1 SP6 MR5 and later, you can run a SQL script to improve indexing for the BlackBerry 
Configuration Database.

1. Back up the BlackBerry Configuration Database.

2. Extract the setup program files to a local drive on the database server.

3. Run the 4.1.6MR5.sql script in the DBScripts/SQLServer folder.

BlackBerry Manager

SDR 94099 In BlackBerry Enter prise Server version 4.1 SP2, if the user attempted to copy text in BlackBerry Manager, the Clipboard 
functions might not have worked properly.

In BlackBerry Enterprise Server version 4.1 SP6 MR2 and later, this issue is resolved.
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SDR 248598 In BlackBerry Enterprise Server version 4.1 SP6, the BlackBerry Manager required a non ISO format to represent the Japanese 
locale (jp_JA instead of ja_JP) when importing IT policies.

In BlackBerry Enterprise Server version 4.1 SP6 MR3 and later, this issue is resolved.

BlackBerry MDS Connection Service

SDR 243123 In BlackBerry Enterprise Server version 4.1 SP6, in certain circumstances, the BlackBerry MDS Connection Service stopped 
responding daily when transcoding image content.

In BlackBerry Enterprise Server version 4.1 SP6 MR3 and later, this issue is resolved.

SDR 212174 In BlackBerry Enterprise Server version 4.1 SP6, users could not authenticate to the Intranet using Kerberos™ authentication.

In BlackBerry Enterprise Server version 4.1 SP6 MR4 and later, this issue is resolved.

SDR 288265 In BlackBerry Enterprise Server version 4.1, a security vulnerability existed that could have allowed a user to execute potentially 
malicious code on the BlackBerry MDS Connection Service web site.

In BlackBerry Enterprise Server version 4.1 SP6 MR5 and later, this issue is resolved.

BlackBerry Messaging Agent

SDR 183584 In BlackBerry Enterprise Server version 4.1 SP5, if the user deleted the $inbox folder from the mail database using Domino 
Designer and then recreated the folder, wireless email synchronization did not work for messages in that folder. 

In BlackBerry Enterprise Server version 4.1 SP6 MR2 and later, this issue is resolved.

SDR 187345 In BlackBerry Enterprise Server version 4.1 SP6, after you had added a user account, but before the BlackBerry device was 
activated, the BlackBerry Messaging Agent logged incorrect “ModifiedByName detected change” messages.

In BlackBerry Enterprise Server version 4.1 SP6 MR1 and later, this issue is resolved.

SDR 190050 In BlackBerry Enterprise Server version 4.1 SP6, if the BlackBerry device used BlackBerry® Device Software version 4.5 or 4.6, 
you could not read messages on the BlackBerry device that the BlackBerry Alert Service sent.

In BlackBerry Enterprise Server version 4.1 SP6 MR1 and later, this issue is resolved.

SDR 200037 In BlackBerry Enterprise Server version 4.1 SP6, in an environment that includes IBM Lotus Domino servers version 8.0.1 and 
later and archiving software, the BlackBerry® Enterprise Server might send duplicate messages to the BlackBerry device.

In BlackBerry Enterprise Server version 4.1 SP6 MR1 and later, this issue is resolved.

SDR 201753 In BlackBerry Enterprise Server version 4.1 SP6, if a user configured IBM® Lotus Notes® to not display meeting responses and 
sends a meeting request, the BlackBerry device still displays meeting responses.

In BlackBerry Enterprise Server version 4.1 SP6 MR1 and later, this issue is resolved.

SDR 201970 In BlackBerry Enterprise Server version 4.1 SP6, if a message contained certain mime structure in the body (mime type of 
multipart/alternative and a subtype of multipart/related), the BlackBerry Enterprise Server might create hung threads.

In BlackBerry Enterprise Server version 4.1 SP6 MR1 and later, this issue is resolved.

SDR 203279 In BlackBerry Enterprise Server version 4.1 SP6, if a user tried to read more of a rich content message containing inline images 
on the BlackBerry device and the BlackBerry Enterprise Server was restarted after sending the message, the BlackBerry 
Enterprise Server might create hung threads.

In BlackBerry Enterprise Server version 4.1 SP6 MR1 and later, this issue is resolved.

SDR 207978 In BlackBerry Enterprise Server version 4.1 SP6, when a user received an email with an inline image that was larger than the 
maximum inline image size, the BlackBerry Messaging Agent might have leaked memory.

In BlackBerry Enterprise Server version 4.1 SP6 MR2 and later, this issue is resolved.

SDR 211653 In BlackBerry Enterprise Server version 4.1 SP6, when a user replied to an email message from the BlackBerry device to a MIME 
message where the “text/html” section in the header was empty, the BlackBerry Enterprise Server stopped responding.

In BlackBerry Enterprise Server version 4.1 SP6 MR2 and later, this issue is resolved.

SDR 212050 In previous versions of the BlackBerry Enterprise Server, when users had contact names that included multiple French 
characters, the letters between the French characters were missing when viewed on their BlackBerry devices.

In BlackBerry Enterprise Server version 4.1 SP6, this issue is resolved.

SDR 212125 In BlackBerry Enterprise Server version 4.1 SP6, when HTML enabled users received MIME messages on their BlackBerry devices 
when the “text/html” section of the header is empty, the message was displayed with no body and a More request showed the 
following message “Error formatting More Result for device, or not enough data to send”.

In BlackBerry Enterprise Server version 4.1 SP6 MR2 and later, this issue is resolved.

SDR 233223 In BlackBerry Enterprise Server version 4.1 SP4 or later, in certain circumstances, after synchronizing the calendar, the 
BlackBerry device displayed JVM 104 error messages or stopped responding.

In BlackBerry Enterprise Server version 4.1 SP6 MR3 and later, this issue is resolved.

BlackBerry Manager
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SDR 237069 In BlackBerry Enterprise Server version 4.1 SP6, in certain circumstances, when the BlackBerry Enterprise Server tried to process 
an image in a message for a BlackBerry device configured to receive HTML content, the BlackBerry Enterprise Server stopped 
responding.

In BlackBerry Enterprise Server version 4.1 SP6 MR3 and later, this issue is resolved.

SDR 187388 In BlackBerry Enterprise Server version 4.1 SP6, during message processing, the BlackBerry Enterprise Server opened each 
message twice, even if the message was a cleartext message.

In BlackBerry Enterprise Server version 4.1 SP6 MR3 and later, this issue is resolved.

SDR 189847, SDR 
189852

In BlackBerry Enterprise Server version 4.1 SP5, in certain circumstances, when the BlackBerry Enterprise Server pruned the 
BlackBerry state databases, the BlackBerry Enterprise Server stopped responding.

In BlackBerry Enterprise Server version 4.1 SP6 MR4 and later, this issue is resolved. 

SDR 193101 In BlackBerry Enterprise Server version 4.1 SP5, you could not configure the frequency that the BlackBerry Enterprise Server 
writes the statistic for the free virtual address space of the NBES process.

In BlackBerry Enterprise Server version 4.1 SP6 MR4 and later, this issue is resolved. To configure the frequency in seconds, 
create a MemUsageReportingFrequency DWORD registry entry in HKEY_LOCAL_MACHINE\SOFTWARE\Research In 
Motion\BlackBerry Enterprise Server\Agents. By default, the frequency is 60 seconds.

SDR 219343 In BlackBerry Enterprise Server version 4.1 SP5, in certain circumstances, the BlackBerry Enterprise Server might take longer 
than expected to start running.

In BlackBerry Enterprise Server version 4.1 SP6 MR4 and later, this issue is resolved.

SDR 259814 In BlackBerry Enterprise Server version 4.1 SP6, the BlackBerry Enterprise Server did not write statistic for the private memory 
of the NBES process to the MAGT log file. 

In BlackBerry Enterprise Server version 4.1 SP6 MR4 and later, this issue is resolved.

SDR 285197 In BlackBerry Enterprise Server version 4.1 SP6 MR3, the BlackBerry device encoded signed messages signed with Native Notes 
Encryption.

In BlackBerry Enterprise Server version 4.1 SP6 MR4 and later, this issue is resolved.

SDR 250520 In BlackBerry Enterprise Server version 4.1 and later, the BlackBerry Enterprise Server did not throttle documents based on their 
UNIDs, and the BlackBerry Enterprise Server might stop responding. 

In BlackBerry Enterprise Server version 4.1 SP6 MR4 and later, this issue is resolved. For more information about configuring 
throttling for documents, visit www.blackberry.com/support to read KB17143.

SDR 179162 In BlackBerry Enterprise Server version 4.0 SP7 and later, in certain circumstances, the BlackBerry Messaging Agent stopped 
responding when it processed a cancellation of a meeting instance for a recurring meeting.

In BlackBerry Enterprise Server version 4.1 SP6 MR5 and later, this issue is resolved.

SDR 202575 In BlackBerry Enterprise Server version 4.1 SP6, the BlackBerry Messaging Agent might take a long time to start if a large 
number of user accounts were associated with it and network delays and timeouts occurred.

In BlackBerry Enterprise Server version 4.1 SP6 MR5 and later, this issue is resolved.

SDR 218100 In BlackBerry Enterprise Server version 4.1 SP5, if a BlackBerry device user turned on Display new (unprocessed) notices option 
in the email application and rescheduled a meeting, the recipients could not accept the rescheduled meeting invitation.

In BlackBerry Enterprise Server version 4.1 SP6 MR5 and later, this issue is resolved.

SDR 235264 In BlackBerry Enterprise Server version 4.1 SP1 and later, if you created a user account on the BlackBerry Enterprise Server and 
turned off support for rich text and HTML messages, the BlackBerry Enterprise Server stops responding when it processes 
certain email messages.

In BlackBerry Enterprise Server version 4.1 SP6 MR5 and later, this issue is resolved.

SDR 272457 In BlackBerry Enterprise Server version 4.1 SP6 and later, if the user activated a BlackBerry Bold Series smartphone or 
BlackBerry Storm Series smartphone over the wireless network, and you configured the IT policy so that users cannot connect 
new BlackBerry devices to the BlackBerry Desktop Manager, BlackBerry Desktop Manager version 4.6 or 4.7 did not allow a user 
to connect a BlackBerry Bold Series smartphone or BlackBerry Storm Series smartphone after the user activated it.

In BlackBerry Enterprise Server version 4.1 SP6 MR5 and later, this issue is resolved.

SDR 277847 In BlackBerry Enterprise Server version 4.1 SP5 and later, in certain circumstances, when you started a BlackBerry Enterprise 
Server, it did not start processing user accounts.

In BlackBerry Enterprise Server version 4.1 SP6 MR5 and later, this issue is resolved.

SDR 279398 In BlackBerry Enterprise Server version 4.1 SP5 and later, when the BlackBerry Enterprise Server synchronized large contact lists 
or journals, the synchronization process took a longer than expected.

In BlackBerry Enterprise Server version 4.1 SP6 MR5 and later, this issue is resolved.

BlackBerry Messaging Agent
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BlackBerry Monitoring Service

SDR 210995 In BlackBerry Enterprise Server version 4.1 SP6, the BlackBerry Enterprise Server reported the BlackBerry® 9000 series on a 3G 
network as “unknown” which caused the BlackBerry Monitoring Service to show the BlackBerry 9000 device users as “Filtered” 
and not allow monitoring or reporting.

In BlackBerry Enterprise Server version 4.1 SP6, this issue is resolved.

BlackBerry Policy Service

SDR 205580 In BlackBerry Enterprise Server version 4.1 SP6, when different versions of the BlackBerry Enterprise Server were set up on the 
same BlackBerry Configuration Database, service books were resent to multiple users.

In BlackBerry Enterprise Server version 4.1 SP6 MR2 and later, this issue is resolved

SDR 184854 In BlackBerry Enterprise Server version 4.1 SP4 and later, in large environments, the BlackBerry Enterprise Server might cause 
a significant load on the BlackBerry Configuration Database when completing administrative tasks. 

In BlackBerry Enterprise Server version 4.1 SP6 MR5 and later, this issue is resolved. In BlackBerry Enterprise Server version 4.1 
SP6 MR5 and later, this issue is resolved. For more information, visit www.blackberry.com/support to read KB17869.

BlackBerry Synchronization Service

SDR 186799 In BlackBerry Enterprise Server version 4.1 SP6, in certain circumstances, the activation process might stop responding when 
loading the time zone service books.

In BlackBerry Enterprise Server version 4.1 SP6 MR5 and later, this issue is resolved.

Logging

SDR 200822 In BlackBerry Enterprise Server version 4.1 SP6, in certain circumstances, the log files would grow too quickly.

In BlackBerry Enterprise Server version 4.1 SP6 MR1 and later, this issue is resolved.

Moving user accounts

*SDR 314322 In BlackBerry Enterprise Server version 4.1 SP6 MR5, if you upgraded some BlackBerry Enterprise Server instances to BlackBerry 
Enterprise Server version 5.0, you could not move user accounts from BlackBerry Enterprise Server version 5.0 to BlackBerry 
Enterprise Server version 4.1 SP6 MR5.

In BlackBerry Enterprise Server version 4.1 SP6 MR6 and later, this issue is resolved.

*SDR 230383 In BlackBerry Enterprise Server version 4.1 SP2 and later, after you moved a user account from one BlackBerry Enterprise Server 
to another BlackBerry Enterprise Server, the initial switch service command for the user account stopped responding.

In BlackBerry Enterprise Server version 4.1 SP6 MR6 and later, this issue is resolved.

S/MIME Support Package

SDR 195249 In BlackBerry Enterprise Server version 4.1 SP6, if a signed S/MIME message included an attachment, the BlackBerry device 
could not verify the signature.

In BlackBerry Enterprise Server version 4.1 SP6 MR1 and later, this issue is resolved.

SDR 192037 In BlackBerry Enterprise Server version 4.1 SP6, when a user encrypted an incoming unencrypted messages before storing the 
messages in a mail file, the user was not able to read the message on the BlackBerry device and “This message was encrypted 
by the sender” was displayed.

In BlackBerry Enterprise Server version 4.1 SP6 MR2 and later, this issue is resolved.

SDR 243084 In BlackBerry Enterprise Server version 4.1 SP6, in certain circumstances, when the BlackBerry Enterprise Server tried to process 
an attachment in a signed message, the BlackBerry Enterprise Server and the IBM Lotus Domino server stopped responding.

In BlackBerry Enterprise Server version 4.1 SP6 MR3 and later, this issue is resolved.
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